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1 Yes Large 125K No

2 Mo Medium 100K No

3 Mo Small TOK No

4 Yes M edium 120K HNo

5 Mo Larae 85K Yes
5] Mo M edium GOK No

7 Yes Larae 220K Mo

a8 Mo Small 85K Yes

a Mo Medium TEK No
10 Mo Small =l e Yes

Training Set

Tid  Attrib1 Attrib2 Attrib3 Class
11 Mo Small 55K =

12 Yes Medium 80K 7

13 Yes Large 110K =

14 Mo Small 95K 3

15 Mo Large BTK =
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w
info,(D) = Z 1251, info(D,) ~ e (2)
j=1 Pl
Al
v
Entropy, (D) = Z I%I > Entropy(Dj)
o 1D]
attribute A Y dadl class j 1 “\,,5G “S‘J\tuples N seDj A M\Fﬂ Ll j o3t 50 % I
el .
(V)dadly (V) Aot oy 3,8\ ot Information Gain(A) {slas Llud- Z
Gain(a) = inNfo(D). info, (D) . (3)
B
dst__host_same dst_host_srv_

No. Duration _src_port_rate diff_host_rate | Flag src_bytes dst_bytes Class
1 0.0 0.17 0.0 SF 491.0 0.0 Normal
2 0.0 0.88 0.0 SF 146.0 0.0 Normal
3 0.0 0.0 0.0 So 0.0 0.0 | Anomaly
4 0.0 0.03 0.04 SF 232.0 8153.0 Normal
5 0.0 0.0 0.0 SF 199.0 420.0 Normal
6 0.0 0.0 0.0 | REJ 0.0 0.0 | Anomaly
7 0.0 0.0 0.0 So 0.0 0.0 | Anomaly
8 0.0 0.0 0.0 S0 0.0 0.0 | Anomaly
9 0.0 0.0 0.0 So 0.0 0.0 | Anomaly

10 0.0 0.0 0.0 So 0.0 0.0 | Anomaly
11 0.0 0.0 0.0 | REJ 0.0 0.0 | Anomaly
12 0.0 0.0 0.0 S0 0.0 0.0 | Anomaly
13 0.0 0.12 0.03 SF 287.0 2251.0 Normal
14 0.0 1.0 0.2 SE 334.0 0.0 | Anomaly
15 0.0 0.0 0.0 So 0.0 0.0 | Anomaly
16 0.0 0.0 0.0 S0 0.0 0.0 | Anomaly
17 0.0 0.01 0.02 SF 300.0 13788.0 Normal
18 0.0 1.0 1.0 SF 18.0 0.0 | Anomaly
19 0.0 0.02 0.03 SF 233.0 616.0 Normal
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Gain(A) = Entropy (D). Entropy, (D).
nls- ASill Alill) de sene g0 @A) D bl o (e 4] glie A Jsaall (i jmy
.KDD99
nis_ KDD99 data set <ilaw de gaaal 4 ple de (V) Jsn
DAY c¥aled) s S5 class dpalal) e el Gain(flag) ol
: b WS Entropy (D) < -y
Entropy (D)= -((7/19) logx(7/19)+ (12/19) log,( 12/19)) = 0.949 bits

A=flag 2id D #4uals JSEntropyA(D) <sd -Y

So0=8 SF=9 REJ=2 Class
0 7 0 Normal
8 2 2 Anomaly

e
E 1241
Entropy, (D) — ﬁ = Entropy(Dj)

= -( 8/19)((0/8)*log(0/8) —( 8/8) log(8/8)) + (-;/19((7/9) log (7/9)- ((2/9) log(2/9)) + ({2/19)
((0/2)log(0/2) — (2/2)log(2/2))).

= -( 8/19)(log,1) + (-(9/19)((7/9)"logx(7/9)-(2/9)*10gx(2/9))) + (-(2/19)(Hog,1))

= 0 + 0.473(0.77*10g,0.77) —( 0.2*log,0.2)+0

=0.178 + 0.464

=0.642 bits

flag  i.l0 information gain ooy -v
Gain(flag)= Entropy(D)-Entropy,y(D)= 0.949 - 0.642 = 0.307bits

Juadn jleall 12 O §T Ol p3tlae sl ple aeta INfOrMation gain jluaeidawlss euwait!
unique attribute . o3 @@t O GLiw?) Sied . adll (o usaisue by attribute 1 Las
0555 g i 4L Claras Olb LWLy jleall tingh plaial Jome 03S3cagw (Product id Stw)

old =13, (UNique attribute 11 s suay) pure By g lax b pims

g 43 (ol Audaal cuwlice ué sl 1aa Old Ll iNfOunique_attribute(D) =0

) DY wi { g t.\:- t)ﬁ.‘é J3ie
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Gain Ratio cwsaws - v - v ¢
oS AL gl (yo L g3 Bulasg ddiaids dali (yo painy (,3Logkall oSl I3lotial comsSI s
2 Lo wlid (S 23 yae aeat “SPIit information”  ewain Gilegtas plusiuls Silaglatl

+ [Va.GY Adalat

Splitinfog(D) = — le% X lﬂgz(-%}

Ayl 2 (JUL Joew (Ao daatl HLas Y A3l Sl ot die Ol HLae Y12 da by jlall 102
s 8 yag Juad¥ialaas¥) wasit Gain RaAtio i jlae alusiwl @io C4.5 oiylyatt 3,os

| [4] sac¥rassiatl st

. . Gain(4d
GainRatio(4) = _Gain(d)
Splitinfo(4)
[1]. D e sameld mouds A Juadles Lajlis | @i desd e oS A Lauie (1950 il dauall
(1) Sgaadt oo flAQ 22al st s man gty
Splitinfog,(D) = -(8/19)*logx(8/19) — (2/19)"logA(2/19) —(9/19)*log(9/19)
= 0.525+0.342+0.510
splitinfo(flag) =1.377 bits
Gainratio(flag)= gain(flag)/splitinfo(flag)
=0.307/1.377

=0.2229 bits .
Gini IndeX o ja5e v v - ¥ ¢
SR Y ooy wwa INfOrmation Gain ilestall couss adSiie Cuiod Jglon i i jlhens
2o bl 188 AlsTing ¢ @d JST 4393981 Cuilgid | gams Ll @I (ires Jald AL Olerwdd )
. CART acaygs
DA Al a1 Gl SOl e saae 5 Dl sE e G index
Gini(D)=1— }EIPf.
pi=|Cip| / [D] e
: QH\ (,...E:J\ JdiD ‘....ii gini index }\ ,b D, , D; JID bl 5l ‘,...z Al 13
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v.% Of NLS-KDD Data Set Test _tc caiall jLosadest asildl oylailiadgans
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Class = anomaly

Actual class Class = normal

YAVA

Yvy

Class = anomaly
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v-% Of NLS-KDD Data Set Test 1ie C4.5 catat jLais ¥ asild ) oylail 1 2 gams (1) @d)JSs

Accurcy = (1879 + 5702) / (1879 + 273 + 3996 + 5702)
= (7581) / (11850)

=0.639= 63.9 %
Errorerate = (Y447 + YVY)/(VAYA +YVYY + Y497 + 0V.Y)
= (4269) / (11850)
=0.360
=36%

true positive rate (TPR) or sensitivity= TP/(TP + FN)
= 1879 /(1879 +273) = 87 %

true negative rate (TNR) or specificity = TN/(TN + FP).
= 5702 / (5702 + 3996) = 59%

false positive rate (FPR) = FP/(TN + FP),

=3996 / (5702 +3996) = 41%

false negative rate (FNR) = FN/(TP + FN).

= 273/(1879 + 273) = 13%

Precisoin = tp /(tp + fp)

= 1879 / (1879 + 3996) = 32%

Recall =tp/ (tp + fn)

= 1879 / (1879 + 273) = 87%
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